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1.

RBFS Log Files

RBFS logging infrastructure provides in-memory (BDS) and traditional (BD) logging
support for RBFS applications. The BDS logging is a low latency in-memory logging
which can be used in a high scale system without compromising much in
performance whereas BD logging is a direct write to a file hence CPU heavy.

The BDS logging infrastructure uses the following BDS tables:

Log map This is a statically defined table, which contains log IDs per

module with required detail for each ID (such as format
string, plugin, log level, log table). This table is present in all

BDs.
local Log This stores log arguments for each log ID. This is present in
all BDs.
global log Aggregation of local log table. This is present in LOGD.
config log Stores logging configuration. This is present in all BDs.
plug-in server Stores plug-in server logging configuration. This is present in
all BDs.

1.1. Guidelines

Logging is enabled and the log-level is set to Error by default (both system and
BDS logging).

You can enable logging via CLI, but follow the guidelines below to enable
logging at high scale.

* Logging for BDS module has been disabled by default so even if you set the
global log level, you will not see any BDS module logs.

+ To get BDS module log, you need to set the log level for BDS module via CLI
using the set log bd <bd-name> module bds logmap all level Error
command.

Do not enable logging for all BDs; enable logging for the BD which is
problematic

Do not enable BDS logging at the global level, instead enable logging for the
module you want to debug

Do not keep the logging enabled for longer duration in a scaled setup

The following log levels are present in the system; anything above Warning
indicates that you need to logging with caution as a scaled system might get
into an unstable situation.

+ EMERGENCY
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ALERT
CRITICAL
ERROR
WARNING
NOTICE
INFO
DEBUG

0 If you get into a problematic situation, logging can be disabled by
deleting all the logging configuration.

 Logging is enabled if any configuration exists in the BD start-up config files or
configured via CLI.

* To disable logging, delete all logging configurations.

* Logging supports log file rotation.

The components of logging are:

Log Tables Table per module and per BD

Modules Shared library used by multiple BDs

Log Entries Objects in log tables

Log Entry lod_id, log_time, log_level etc.

Attributes

Log Maps Map log ID in log entry to log name and log string
Log Groups Collection of log maps

1.2. Understanding the Log Maps

Every log map is mapped to one specific event that is logged by the application.
For the optimized usage of memory, RBFS does not store the verbose strings;
rather, it stores the log map as an identifier to the actual string message.

You can access these log maps by navigating into to the following location:
/fusr/share/rtbrick/libbds/| ogs

Here, you can see the log maps organized by the modules that they belong to.
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ubuntu@gp_rt1:/usr/share/rtbrick/libbds/logs$ |Is
bds bgp fib fwdinfra ifm Ildpv2 pd policy pubsub resnbn rib
snapshot static tine-series

In the example above, you can see the modules that have registered the log maps.

If you want to understand the significance of a particular log map, you can simply
grep the logmap in this directory.

By running the show log status command, you can find information about all the
possible log maps and the modules in the system.

ubuntu@gp_rt1:~$ rtb confd show | og status
d obal Log Satus:
Loggi ng Enabl ed : true
Loggi ng Level : None
Modul e Log St atus:

Module [ bds ] Level Info
Log I D Status:
BDS_ATTRI BUTE_TEMPLATE_EVENT , [Level] Info , [ Plugin]
None , [ Render] None

Now, if you want to know what a specific log map indicates, for example,
"BGP_DETAIL_CONNECT_COLLUSION", you can do the following:

ubuntu@gp_rt1: ~$ cd /usr/share/rtbrick/libbds/| ogs
ubuntu@agp_rt1:/usr/share/rtbrick/libbds/logs$ grep -ir -Bl -Al
BGP_DETAI L_CONNECT_COLLUSI ON

bgp/ bgp_detai | s. j son- "l og_id" : 16042,

bgp/ bgp_detai | s. j son: "l og_nane"

" BGP_DETAI L_CONNECT_COLLUSI ON",

bgp/ bgp_det ai | s. j son- "l og_string" : "Socket connect coll usion.

I nst ance: %, peer: %, src:%, closed:% \n",
ubuntu@agp_rt1:/usr/share/rtbrick/libbds/logs$

Here, log_string displays a human-readable interpretation of the log.

1.3. Understanding the Log Groups

A log group is a collection of log maps. This has been introduced to simplify the log
configuration tasks. For example, to debug a BGP Peer issue, instead of enabling
logs for individual log IDs that are related to BGP peer, you can enable log for a log
group BGP Peer.
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2. Configuring Logs
2.1. Logging Hierarchy

Logging can be configured at the following three hierarchies:

* Global
« Module
* Log Group

The figure below shows the preference of these levels:

Module

If no configuration exists for a hierarchy, then the log-level will be inherited from
the upper hierarchy. Otherwise, whatever is configured for the specific hierarchy
will take priority.

2.2. Global Configuration
* Log level - default: 'none’
Each individual hierarchy can be configured with the following log levels:

« EMERGENCY
* ALERT
+ CRITICAL
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ERROR

* WARNING
NOTICE

* INFO
DEBUG

All log levels lesser than the log level specified are logged. For example, if the
specified log level is "Detail", then all logs that come before "Details" (Error,
Warning, Info, and Details) are logged.

2.2.1. set log bd <bd-name> module <module-name> log-
group <group-name> level <log-level>

This command sets BDS log level for BD(s), module(s), and log group(s).

Syntax

set |1 og bd <bd-nane> nodul e <nodul e- nane> | og- group <group-nanme> | evel <l og-
| evel >

Example for setting global log level to error for all BD in the system :

root@tb:confd> set log bd all nmodule all log-group all |evel Error

[ ]
root@tb: confd>

Example for setting global log level to error for a specific BD in the system :

root @thb: confd> set |1og bd bgpd nodule all |og-group all level Error

[ ]
root@tb: confd>

Example for setting global log level to error for a specific module :

root@tb: confd> set log bd all nodule bds |og-group all level Error

[ ]
root @t b: conf d>

Example for setting log level to error for a specific log group in a module
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r oot @ev: confd> set | og bd pppoed. 1 nodul e pppoed | og-group DHCPv6 | eve
Error

[ ]
root @ev: confd> set | og bd pppoed.1l nodul e pppoed | og-group

<gr oup- nane> | og group nane
al | <gr oup- nane>
Confi g <gr oup- nane>
DHCPv 6 <gr oup- nane>
Gener al <gr oup- nane>
generic <gr oup- nane>
PPP <gr oup- name>
PPPoE <gr oup- name>
Subscri ber <gr oup- nane>

[ ]
2.2.2. set log bd <bd-name> module <module-name> log-
group <group-name> plugin-alias <plugin-alias>

This command allows you to set plugin alias for BDS logging for a module or log
group(s).

Syntax

set | og bd <bd-nanme> nodul e <nmodul e- nane> | og- group <group-nane> plugi n-alias
<pl ugi n-al i as>

For examples, see the previous section.

2.2.3. set log bd <bd-name> module <module-name> log-
group <group-name> rate-limit <rate-limit>

This command allows you to set rate limit of BDS logging for a log group.

Example

root @tb:confd> set |1og bd all nodul e bds | og-group BDS TABLE EVENT r at e-
limt 10

[ ]

root @t b: confd>

In this example, the rate-limit 10 indicates that in one second a maximum of 10
entries will be logged for the BDS_TABLE_EVENT, and all the extra entries within
that timeframe will be dropped.

0 ‘ Rate-limiting is only supported for log maps.
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2.3. Viewing and Rendering Log Details

2.3.1. show log status

Displays the status of the log.
Example

root @t brick: confd> show | og status
System Log St at us:
Loggi ng Level : Energency

Bds Log Status:
Loggi ng Enabl ed: true
Loggi ng Level : None

Modul e Log St atus:
bds, Level: Debug, Plugin-alias: default
Log group Status:
generic, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
obj ect, Level: NotConfigured, Plugin-alias: None, Rate-linmt: 10
tabl e, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
trim Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
| 2t pd, Level: Not Configured, Plugin-alias: None
Log group Status:
General, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Session, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Subscri ber, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Tunnel , Level: Not Configured, Plugin-alias: None, Rate-limt: 10
ngaccess_subscri berd, Level: Not Configured, Plugin-alias: None
Log group Status:
BDS, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Config, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Ceneral, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Subscri ber, Level: NotConfigured, Plugin-alias: None, Rate-linmt: 10
generic, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
[ ]

2.3.2. show log status detail

root @tbrick: confd> show | og status detail
System Log St at us:
Loggi ng Level : Energency

Bds Log St atus:
Loggi ng Enabl ed: true
Loggi ng Level : None

Mbdul e Log Status:
bds, Level: Debug, Plugin-alias: default
Log group Status:
generic, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
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BDS_ATTRI BUTE_TEMPLATE _EVENT, Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10

BDS | NVALI D_PARAMS, Level : Not Configured, Plugin-alias: None, Rate-limt: 10

BDS_PUBSUB_ERROR_STATUS, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

BDS QUEUE TABLE, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10

BDS _ROOT_EVENT, Level: Not Configured, Plugin-alias: None, Rate-limt: 10

BDS TEST_LOG Level: Not Configured, Plugin-alias: None, Rate-limt: 10

obj ect, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log ID Status:

BDS_| NVALI D OBJECT TEMPLATE, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

BDS | NVALI D OBJECT TEMPLATE_ATTRI BUTE, Level: Not Configured, Plugin-alias:
None, Rate-limt: 10

BDS OBJECT_ATTRI BUTE_EVENT, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

BDS _OBJECT_EVENT, Level: Not Configured, Plugin-alias: None, Rate-limt: 10

BDS OBJECT_TEMPLATE_EVENTS, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

BDS OBJECT_TEMPLATE_GET_ERROR, Level: Not Configured, Plugin-alias: None,
Rate-limt: 10

BDS _ROOT_OBJECT_EVENT, Level: Not Configured, Plugin-alias: None, Rate-limt:

10
tabl e, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
BDS_TABLE CHANGE_CALLBACK, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10
BDS TABLE ERROR _STATUS, Level: Not Configured, Plugin-alias: None, Rate-limt:
10
BDS TABLE EVENT, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
BDS TABLE EVENTS, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
BDS TABLE SEQ BLOCK, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
BDS TABLE TEMPLATE_EVENT, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10
trim Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
BDS_TRI M COUNT, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
BDS_TRI M ENTRY_ADD FAI LED, Level: NotConfigured, Plugin-alias: None, Rate-
limt: 10

BDS TRI M | NFRA TABLE_ADD FAI LED, Level: Not Confi gured, Plugin-alias: None,
Rate-limt: 10
BDS_TRI M_NOT_SUPPORTED, Level: Not Configured, Plugin-alias: None, Rate-limt:
10
BDS _TRI M OBJECT _DELETE_FAI LED, Level: Not Configured, Plugin-alias: None,
Rate-limt: 10
BDS_TRI M_SUBSCRI BED_TABLE, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10
BDS_TRI M _TABLE_NOT_PRESENT, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10
| 2t pd, Level: Not Configured, Plugin-alias: None
Log group Status:
CGeneral, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
L2TP_ERROR, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
L2TP_I NVALI D_PACKET_RECEI VED WARNI NG Level : Not Confi gured, Plugin-alias:
None, Rate-limt: 10
Session, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
L2TP_SESSI ON_RCV_I NFO, Level : Not Configured, Plugin-alias: None, Rate-limt:

10
Subscri ber, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
L2TP_NO POOL_WARNI NG Level : Not Confi gured, Plugin-alias: None, Rate-limt:
10

10
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L2TP_POOL_WARNI NG, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
L2TP_RADI US_TUNNEL_WARNI NG Level : Not Configured, Plugin-alias: None, Rate-
limt: 10
L2TP_SESSI ON_CREATI NG_| NFO, Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10
L2TP_SESSI ON_ERROR, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
L2TP_SESSI ON_FSM STATE_CHANGE | NFO, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10
L2TP_SESSI ON_REQUEST_ADD | NFO, Level : Not Configured, Plugin-alias: None,
Rate-limt: 10
L2TP_TUNNEL_CREDENTI AL_WARNI NG, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10
Tunnel, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log ID Status:
L2TP_AVP_DECODE ERROR, Level: Not Configured, Plugin-alias: None, Rate-limt:

10

L2TP_AVP_ENCODE_ERROR, Level: Not Configured, Plugin-alias: None, Rate-limt:
10

L2TP_DROP_PACKET_WARNI NG, Level : Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_MBI T_UNKNOWN_ERROR, Level : Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_PACKET_ENCODE_ERROR, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_TUNNEL_AUTH ERROR, Level: Not Configured, Plugin-alias: None, Rate-limt:
10

L2TP_TUNNEL_AVP_NMH M SMATCH ERROR, Level : Not Configured, Plugin-alias: None,
Rate-limt: 10

L2TP_TUNNEL_DECODE_ERROR, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_TUNNEL_DELETED | NFO, Level : Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_TUNNEL_FSM STATE_CHANGE_| NFO, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10

L2TP_TUNNEL_MAX_RETRANSM SSI ON_ERROR, Level : Not Confi gured, Plugin-alias:
None, Rate-limt: 10

L2TP_TUNNEL_MESSAGE_WARNI NG Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10

L2TP_TUNNEL PACKET TRY_SENDI NG | NFQ, Level : Not Configured, Plugin-ali as:
None, Rate-limt: 10

L2TP_TUNNEL_RECElI VE_ERROR, Level: Not Configured, Plugin-alias: None, Rate-

limt: 10

L2TP_TUNNEL_RECEI VE_| NFO, Level : Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_TUNNEL_REQUEST_ADD | NFO, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_TUNNEL_SEND | NFO, Level : Not Configured, Plugin-alias: None, Rate-limt:
10

L2TP_TX_QUEUE_ADDED | NFO, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

L2TP_TX_QUEUE_ADD ERROR, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

ngaccess_subscriberd, Level: NotConfigured, Plugin-alias: None
Log group Status:
BDS, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
SUBSMGMTI_BDS_OBJECT_ADD_ERROR, Level: Not Configured, Plugin-alias: None,
Rate-limt: 10
SUBSMGMI_BDS_OBJECT_DEL_ERROR, Level: Not Configured, Plugin-alias: None,
Rate-limt: 10
SUBSMGMTI_BDS_TABLE_CREATED, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10
SUBSMGMTI_BDS_TABLE_CREATE_ERROR, Level : Not Configured, Plugin-alias: None,
Rate-limt: 10

11
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SUBSMGMI_BDS _TABLE _GET_ERROR, Level : Not Configured, Plugin-alias: None, Rate-
limt: 10
SUBSMGMTI_BDS_TEMPLATE_GET_ERROR, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10
SUBSMGMTI_BDS_TEMPLATE _POPULATE_ERROR, Level : Not Configured, Plugin-alias:
None, Rate-limt: 10
Config, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
SUBSMGMTI_AAA PRF_SUBSCRI BER_WARNI NG, Level : Not Confi gured, Plugin-alias:
None, Rate-limt: 10
SUBSMGMI_RADI US_PRF_M SSI NG | N AAA WARNI NG, Level : Not Confi gured, Pl ugin-
alias: None, Rate-limt: 10
SUBSMGMI_SERVI CE_PROFI LE_GET_FAI LED WARNI NG, Level : Not Confi gured, Pl ugin-
alias: None, Rate-limt: 10
General, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
SUBSMGMTI_LOG _ERRCR, Level : Not Configured, Plugin-alias: None, Rate-limt: 10
SUBSMGMI_LOG | NFO, Level : Not Confi gured, Plugin-alias: None, Rate-limt: 10
Subscri ber, Level: Not Configured, Plugin-alias: None, Rate-limt: 10
Log I D Status:
SUBSMGMI_QOS_EVENT_DEBUG, Level : Not Confi gured, Plugin-alias: None, Rate-

limt: 10

SUBSMGMTI_QOS_POLI CER_ WARNI NG, Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10

SUBSMGMI_QOS SHAPER WARNI NG, Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10

SUBSMGMT_SUBSCRI BER_ACCT_STOP_PROGRESS_DEBUG, Level : Not Configured, Pl ugin-
alias: None, Rate-limt: 10

SUBSMGMTI_SUBSCRI BER_ADD | NFO, Level : Not Configured, Plugin-alias: None, Rate-
limt: 10

SUBSMGMTI_SUBSCRI BER_DEL_|I NFO, Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10

SUBSMGMTI_SUBSCRI BER | FL_ERROR, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10

SUBSMGMTI_SUBSCRI BER_LOG ERROR, Level : Not Configured, Plugin-alias: None,
Rate-limt: 10

SUBSMGMTI_SUBSCRI BER_LOG | NFO, Level : Not Confi gured, Plugin-alias: None, Rate-
limt: 10

SUBSMGMTI_SUBSCRI BER_LOG WARNI NG, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10

SUBSMGMTI_SUBSCRI BER_NOT_FOUND _| NFO, Level : Not Confi gured, Plugin-alias: None,
Rate-limt: 10

SUBSMGMT_SUBSCRI BER_NOT_FOUND_WARNI NG, Level : Not Confi gured, Plugin-alias:
None, Rate-limt: 10

generic, Level: NotConfigured, Plugin-alias: None, Rate-limt: 10
Log I D Status:

SUBSMGMTI_ACCT_SESSI ON_| D_NOT_FQOUND_| NFO, Level : Not Confi gured, Plugin-alias:
None, Rate-limt: 10

SUBSMGMI_TRAP_ADD _ERROR, Level: Not Configured, Plugin-alias: None, Rate-
limt: 10

2.3.3. render datastore log <table-name> to stdout
<format>

12
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root@tb: 1 ogd> render datastore |og bds.logd.log to stdout detail ed

[ Error ] <2020-03-

06T10: 56: 45. 645532+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nmap: 3982} -> Tabl e
[gl obal . bd. | 0og. config.table] Table Type [bd_|og config table] event - Add
failed - Skip index set by user

[ Error ] <2020-083-

06T10: 56: 45. 648885+0530>[ bds] { bds_creat e_obj ect _i ndex_nap: 3982} -> Tabl e
[gl obal . bds. pub. all] Table Type [pub.all.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-06T10: 56: 45. 648998+0530>[ bds] { pubsub_i pc_send_t abl e:
380} -> Tabl e [gl obal . bds. sub.all.logd] Table Type [sub.all] event - Tx for
uuid is not up

[ Error ] <2020-03-06T10: 56: 45. 649106+0530>[ bds] { pubsub_i pc_send_t abl e:
380}-> Tabl e [gl obal . bds. sub.all.logd] Table Type [sub.all] event - Tx for
uuid is not up

[ Error ] <2020-083-

06T10: 56: 45. 650522+0530>[ bds] { bds_creat e_obj ect _i ndex_nap: 3982} -> Tabl e
[gl obal . bds. pub. all .|l ogd] Table Type [pub.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-

06T10: 56: 45. 654264+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nmap: 3982} -> Tabl e

[ gl obal . bds. sub. al | .l ogd] Table Type [sub.all] event - Add failed - Skip

i ndex set by user

[ Error ] <2020-03-06T10: 56: 45. 654411+0530>[ bds] { pubsub_i pc_send_t abl e:
380} -> Tabl e [gl obal . bds. sub.all.logd] Table Type [sub.all] event - Tx for
uuid is not up

[ Error ] <2020-03-06T10: 56: 45. 654464+0530>[ bds] { pubsub_i pc_send_t abl e:
380}-> Tabl e [gl obal . bds. sub.all.logd] Table Type [sub.all] event - Tx for
uuid is not up

[ Error ] <2020-03-

06T10: 56: 45. 655838+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nap: 3982} -> Tabl e

[ gl obal . bds. pub. al | .l ogd] Table Type [pub.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-06T10: 56: 45. 655986+0530>[ pubsub] { pubsub_subscri be_t abl e:
696} -> Table [bds.logd.log] to/from[None] event - Subscribing own table

[ Error ] <2020-03-06T10: 56: 45. 670388+0530>[ bds] { pubsub_i pc_send_t abl e:
380} -> Tabl e [gl obal . bds. sub.all.logd] Table Type [sub.all] event - Tx for
uuid is not up

2.3.4. render datastore log <table-name> to file <file-
name> <format>

root@tb: | ogd> render datastore log bds.pl.log to file bds_log.log detail ed

[ ]
root @t b: | ogd>

In this example, the log details are written to a file named "bds_log.log" (located at
/var/log/rtbrick/bds_log.log).
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2.3.5. Filters supported by Logging

0 All the filters explained below are also supported for rendering to
files.

2.3.5.1. render datastore log <table-name> to stdout <format>
filter level <log-level>

This command allows you to filter logs based on log level.

The following example shows how to filter logs for the log level "Warning".

root@tb:1ogd> render datastore |og global.log.table to stdout detailed
filter |evel Warning

[ Warning ] <2020-03-

06T11: 26: 47. 215953+0530>[ bds] { bds_hi erarchy_renove_from bpl us: 1672} - > Root
gc-index object-seq [1] [Ref 4 bitnmap 8] event - Cbject is not in tree

[ Warning ] <2020-03-

06T11: 26: 47. 230902+0530>[ bds] { bds_hi erarchy_renove_from bpl us: 1672} - > Root
gc-index object-seq [36] [Ref 4 bitmap 8] event - Object is not in tree

[ Warning ] <2020-03-

06T11: 26: 47. 243486+0530>[ bds] { bds_hi erarchy_renove_from bpl us: 1672} - > Root
gc-index object-seq [530] [Ref 3 bitrmap 0] event - Cbject is not in tree
[ Wwarning ] <2020-03-

06T11: 26: 47. 315598+0530>[ bds] { bds_t abl e_del ete_al | _i ndex: 1891}-> Tabl e

[gl obal . bd. | 0og. config.table.delta.102] - Al objects are getting del eted

[ Warning ] <2020-03-

06T11: 26: 47. 315740+0530>[ bds] { bds_def erred_obj ect _pl ugi ns: 465}-> Tabl e
[gl obal . bd. | og. config.tabl e.delta. 102] Object-seq [3] [Ref:3 Consune:0
Pubmap: 0 Obj fl ood: 0] event - GCetting del eted

[ Warning ] <2020-03-

06T11: 26: 47. 315794+0530>[ bds] {bds_t abl e_del ete_al | _i ndex: 1976} -> Tabl e

[gl obal . bd. |l 0g. config.table.delta.102] - Al objects are del eted

2.3.5.2. render datastore log <table-name> to stdout <format>
filter module <module-name>

This command allows you to filter logs based on module.

The following example shows how to filter logs for the module "pubsub".
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root@tb:logd> render datastore |og bds.pl.log to stdout detailed filter
nodul e pubsub

[ Info ] <2020-03-06T11:26:47.231369+0530>[ pubsub] { pubsub_i pc_rcv_t abl e:
636} -> Tabl e [gl obal .bd.log.config.table] to/from[confd] event - Process
tabl e

[ Info ] <2020-083-

06T11: 26: 47. 237297+0530>[ pubsub] { pubsub_retrans_csn_expiry: 569}-> Table
[gl obal . bd. | og. config.table] to/from[confd] Seq [2-0] interval [0] event -
CSN send start

[ Info ] <2020-083-

06T11: 26: 47. 237358+0530>[ pubsub] { pubsub_retrans_csn_expiry: 798}-> Table
[gl obal . bd. | og.config.table] to/from[confd] Seq [0-8] interval [0] event -
CSN send end

[ Info ] <2020-083-

06T11: 27: 01. 394435+0530>[ pubsub] { pubsub_retrans_csn_expiry: 569}-> Tabl e
[gl obal . bd. | og.config.table] to/from[confd] Seq [8-0] interval [0] event -
CSN send start

[ Info ] <2020-03-

06T11: 27: 01. 394538+0530>[ pubsub] { pubsub_retrans_csn_expiry: 798}-> Table
[gl obal . bd. | og.config.table] to/from[confd] Seq [0-9] interval [0] event -
CSN send end

[ Info ] <2020-03-

06T11: 27: 14. 457574+0530>[ pubsub] { pubsub_retrans_csn_expiry: 569}-> Tabl e
[gl obal . bd. | og. server.config.table] to/from[confd] Seq [2-0] interval [O]
event - CSN send start

[ Info ] <2020-083-

06T11: 27: 14. 457809+0530>[ pubsub] { pubsub_retrans_csn_expiry: 798}-> Tabl e
[gl obal . bd. | 0og. server.config.table] to/from[confd] Seq [0-2] interval [O]
event - CSN send end

[ Info ] <2020-083-

06T11: 27: 51. 997378+0530>[ pubsub] { pubsub_retrans_rcv_csn: 1526} -> Tabl e

[gl obal . startup.status.pl] to/from[etcd] event - CSN full table rcvd

2.3.5.3. render datastore log <table-name> to stdout <format>
filter module-regex <regex-string>

This command allows you to filter logs based on regular expression for module(s).

The following example shows how to filter logs for the module "bd*".
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root@tb:logd> render datastore |og bds.pl.log to stdout detailed filter
nodul e-regex bd*

[ Error ] <2020-083-

06T10: 56: 45. 636020+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nmap: 3982} -> Tabl e
[gl obal . bd. | 0g. config.table] Table Type [bd_l og_config_table] event - Add
failed - Skip index set by user

[ Error ] <2020-03-

06T10: 56: 45. 641012+0530>[ bds] { bds_creat e_obj ect _i ndex_nmap: 3982} -> Tabl e
[gl obal . bds. pub. al | . p1] Table Type [pub.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-083-

06T10: 56: 45. 659555+0530>[ bds] { bds_creat e_obj ect _i ndex_nap: 3982} -> Tabl e
[ gl obal . bds. pub. al |l . p1] Table Type [pub.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-

06T10: 56: 45. 659638+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nmap: 3982} -> Tabl e
[gl obal . bds. pub.all] Table Type [pub.all.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-

06T10: 56: 45. 664751+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nap: 3982} -> Tabl e
[gl obal . bds. pub.all] Table Type [pub.all.table] event - Add failed - Skip
i ndex set by user

[ Info ] <2020-03-

06T11: 27: 51. 997378+0530>[ pubsub] { pubsub_retrans_rcv_csn: 1526} -> Tabl e
[gl obal . startup.status.pl] to/from[etcd] event - CSN full table rcvd

[ Info ] <2020-083-

06T11: 27: 51. 997464+0530>[ pubsub] { pubsub_retrans_rcv_csn: 1647} -> Tabl e
[gl obal . startup. status.pl] to/from[etcd] event - CSN process conpl eted
[ Info ] <2020-083-

06T11: 28: 09. 723773+0530>[ pubsub] { pubsub_retrans_rcv_csn: 1526} -> Tabl e
[gl obal . bds. sub. all.pl] to/from[etcd] event - CSN full table rcvd

[ Info ] <2020-03-

06T11: 28: 09. 723875+0530>[ pubsub] { pubsub_retrans_rcv_csn: 1647}-> Tabl e
[gl obal . bds. sub. all.pl] to/from[etcd] event - CSN process conpleted

2.3.5.4. render datastore log <table-name> to stdout <format>
filter module <module-name> logmap <map-name>

This command allows you to filter logs for a log map.

The following example shows how to filter logs for the log map
"BDS_TABLE_EVENT".
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root@tb: 1 ogd> render datastore |og global.log.table to stdout detail ed
filter nodul e bds | ogmap BDS_TABLE EVENT

[ Warning ] <2020-03-

06T11: 26: 47. 315598+0530>[ bds] { bds_t abl e_del ete_al | _i ndex: 1891} -> Tabl e
[gl obal . bd. | 0og. config.table.delta.102] - Al objects are getting del eted
[ Warning ] <2020-03-

06T11: 26: 47. 315794+0530>[ bds] {bds_t abl e_del ete_al | _i ndex: 1976} -> Tabl e
[gl obal . bd. | og. config.table.delta.102] - All objects are del eted

[ Warning ] <2020-03-06T11: 26: 47. 315857+0530>[ bds] {bds_t abl e_free :2391}->
Tabl e [gl obal . bd. |1 0g.config.table.delta.102] - Table is getting freed

[ Warning ] <2020- 03-

06T11: 26: 47. 316195+0530>[ bds] {bds_t abl e_del ete_al | _i ndex: 1891} -> Tabl e
[gl obal . bd. | og.config.table.interm102] - Al objects are getting del eted
[ Warning ] <2020-03-

06T11: 26: 47. 316800+0530>[ bds] { bds_t abl e_del ete_al | _i ndex: 1976}-> Tabl e
[gl obal . bd. | og.config.table.interm 102] - Al objects are del eted

2.3.5.5. render datastore log <table-name> to stdout <format>
filter module <module-name> logmap-regex <regex-string>

This command allows you to filter logs based on regular expression for a

logmap(s).

The following example shows how to filter logs for the logmap "BDS_TABLE_*".

[ ]
root @ROHI T: | ogd> render datastore |og global.log.table to stdout detailed

filter nodul e bds | ognap-regex BDS TABLE *

[ Error ] <2020-03-

06T10: 56: 45. 489867+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nap: 3982} -> Tabl e

[ gl obal . bds. pub. all.confd] Table Type [pub.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-

06T10: 56: 45. 490261+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nap: 3982} -> Tabl e

[gl obal . bds. sub. al | . confd] Table Type [sub.all] event - Add failed - Skip

i ndex set by user

[ Error ] <2020-03-

06T10: 56: 45. 559413+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nmap: 3982} -> Tabl e

[gl obal . bds. sub. al | . confd] Table Type [sub.all] event - Add failed - Skip

i ndex set by user

[ Error ] <2020-083-

06T10: 56: 45. 569778+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nap: 3982} -> Tabl e

[ gl obal . bds. pub. al |l .confd] Table Type [pub.table] event - Add failed - Skip
i ndex set by user

[ Error ] <2020-03-

06T10: 56: 45. 569808+0530>[ bds] { bds_cr eat e_obj ect _i ndex_nmap: 3982} -> Tabl e

[gl obal . startup. status.confd] Table Type [bds_startup_stat_table] event - Add

failed - Skip index set by user
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