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1. Introduction

This document describes how to configure and operate PPPOE access services with
PPP tunneling using the Layer Two Tunneling Protocol version 2 (L2TPv2) on
RtBRick FullStack (RBFS).

Typically, a user obtains a Layer 2 (L2) point-to-point connection to a Broadband
Network Gateway (BNG) using the PPPoE protocol as described in RFC 2516 and
runs PPP over that connection. In the most common case, the L2 termination point
and PPP session endpoint reside on the same physical device. Tunneling protocols,
such as L2TPv2 provide a dynamic mechanism for extending PPP by allowing the
L2 and PPP endpoints to reside on different devices that are interconnected by an
IP network. This separation allows the actual processing of PPP packets to be
divorced from the termination of the L2 circuit. The L2TP access concentrator (LAC)
physically terminates the L2 connection and tunnels the PPP packets across an IP
network to the L2TP network server (LNS). The LNS then terminates the logical PPP
connection.

L2TP LAC
(BNG)

Client L2TP LNS

-
PPPoE L2TPV2

1.1. Supported Standards (RFCs)

1.1.1. RFC 2661 - Layer Two Tunneling Protocol "L2TPv2"

RFC compliant L2TPv2 Access Concentrator (LAC) with the following protocol
limitations:

* No support for LNS initiated outbound calls (OCRQ, OCRP and OCCN)

* No support for WAN-Error-Notify (WEN) Messages send by LAC to LNS

* No support for Set-Link-Info (SLI) Messages send by LNS to LAC

* No support for L2TP over IPv6

* No support for L2TP offset values other than 0.

1.1.2. RFC 5515 - L2TP Access Line Information AVP
Extensions

« Support for access line AVP send (LAC) and received (LNS) as part of the L2TP
Incoming-Call- Request (ICRQ) message.
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+ Connect-Speed-Update-Notification (CSUN) or Connect-Speed-Update-Request
(CSURQ) L2TP messages are currently not supported.

1.1.3. RFC 2868 - RADIUS Attributes for Tunnel Protocol
Support

RADIUS support for L2TP with the following limitations:

* No support of FQDN format for IP addresses
* No support Tunnel-Medium-Type other than IPv4

1.2. Supported Hardware

+ Edgecore AS5916-XKS, based on Broadcom BCM 88670 (Qumran)
* Virtual Platform (VPP)
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2. L2TP Configuration

PPPoE tunneling using L2TPv2 requires to configure PPPOE access services as
described in the RtBrick Subscriber Management Configuration Guide extended by
L2TP configurations described below.

interface config

ifp, vlans, ...
Y
access_profile service profile aaa_profile
pppos, pRp, ipvd, ipye, .. gos, igrmp, mild ... authertication, accourting, ...

address_pools

framed-ipv4
framed-ipvie
delgegated-ipvs

[2tp_tunnel profile

tunnel selection, session imit, ...

Access Interface Configuration
The access configuration is based on multiple interface configuration objects
with each referencing different profiles defining the actual service offered on
the matching interface and VLAN range defined in this configuration object.

radius_profile

nas-identifier, list of servers, ...

Y
radius_server

address, ports, secret, ...

 Defines matching physical interface (ifp) and VLANs

« Assigns the access, service, and AAA profiles

« Supports multiple interface configurations for each IFP and also disjoint
VLAN ID ranges

For more information see, Interface Configuration.

Access Profile Configuration
* Defines access protocols configuration

* Assigns L2TP configuration profile

For more information see, Access Profile Configuration.
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AAA Profile Configuration
* Holds profile for Authentication, Authorization, and Accounting

+ Controls selection of AAA type and order

* Assigns a RADIUS profile to the AAA profile
For more information see, AAA Profile Configuration.

RADIUS Profile Configuration
« Holds RADIUS server address and ports

+ Holds RADIUS secret and more
For more information see, RADIUS Profile Configuration.

L2TP Profile Configuration

« Controls L2TP protocol configurations like retransmit-interval receive-
window, session-limit, hello-interval, idle-timeout-interval.

 Controls L2TP tunnel configurations

* Assigns the optional L2TP tunnel pool
For more information see, L2TP Profile Configuration.

User Profile Configuration
The user profile configuration defines the users for local authentication.

« User profiles for local authentication

* User information including tunnel-type and pool name.
For more information see, User Profile Configuration.

L2TP Tunnel Pool Configuration
Defines the local defined L2TP tunnel endpoints.

For more information see, L2TP Tunnel Pool Configuration.

2.1. Interface Configuration

Configuring interface involves the following tasks:

* Defining matching IFP and VLANs
+ Assigning the access, service, and AAA profiles

« Supporting multiple interface configurations for each IFP and also disjoint
VLAN ID ranges
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Syntax

user @ 1: confd> set access interface-nane <interface nane>

aaa- profil e-nane AAA profile nanme associated with interface
access-profil e-nane Access profile name associated with interface
max- subscri ber s- per-mac Restrict maxi mum subscri bers per mac

max- subscri bers-per-vl an Restrict maxi mum subscri bers per vl an

outer-vl an Qut er VLAN Range (M ni mum Val ue)

servi ce-profil e-nane Service profile name associated with interface
vl an-profil e-enable Enabl e VLAN profiles

[ <Ent er>] Execute the command

[ ]

If you want to enable access on interface ifp-0/0/3, where you can expect a range
of VLAN's, see the example below.

Example

rtb confd set access interface-nanme ifp-0/0/3 outer-vlian 1 - 2000 inner-vlan
1 - 2000 access-profile-nane access-profilel

rtb confd set access interface-name ifp-0/0/3 outer-vlian 1 - 2000 inner-vlan
1 - 2000 aaa-profile-name aaa-profileln

The example below shows the running-config of interface configuration:

"interface-nane:ifp-0/0/3 1 2000 1 2000": {
"aaa-profile-name": "aaa-profilel"
"access-profil e-nane": "access-profilel"

}

2.2. Access Profile Configuration

+ Defines access protocols configuration

* Assigns L2TP configuration profile
Example

rtb confd set access access-profile access-profilel

rtb confd set access access-profile access-profilel access-type PPPoE
rtb confd set access access-profile access-profilel protocol ppp Icp

aut henti cati on- prot ocol PAP

rtb confd set access access-profile access-profilel protocol pppoe enable
rtb confd set access access-profile access-profilel protocol |2tp tunnel-
profile | 2tp_config

The example below shows the running-config of access profile configuration:
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"access-profile:access-profilel”: {
"access-type": "PPPoE",
"address-famly ipv4d": {

"enabl e": true
"franmed-instance": "public"
Ji -
"address-famly ipv6": {
"enabl e": true

"franmed-instance": "public"
Ji -
“protocol ppp": {
"ipéep": {
"enabl e": true
Ji o
"ipep": {
"i pcp-enabl e": true,
"source-ifl": "lo-0/0/4/1"
Ji -
"lep": {
"aut henti cati on-protocol ": "PAP"
}
iE

"protocol pppoe": {
"enabl e": true
Ji -
“protocol I2tp": {
“tunnel -profile": "I 2tp_config"
Ji -
"protocol ipv6-router-advertisenent": {
"enabl e": true
Ji -
“protocol dhcpv6e": {
"enabl e": true
}
Ji -

2.3. AAA Profile Configuration

* Holds profile for Authentication, Authorization, and Accounting
+ Controls selection of AAA type and order
* Assigns a RADIUS profile to the AAA profile

Example

rtb confd set access aaa-profile aaa-profilel aaa-radius-profile aaa-radiusl
rtb confd set access aaa-profile aaa-profilel accounting order RADI US

rtb confd set access aaa-profile aaa-profilel authentication order RAD US
rtb confd set access aaa-profile aaa-profilel accounting interiminterval 60

The example below shows the running-config of AAA profile configuration:
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"aaa-profile:aaa-profilel”: {
"aaa-radi us-profile": "aaa-radiusl",
"accounting": {

"order": "RADI US",
"interiminterval": 60
Ji -
"aut hentication": {
"order": "RADI US"
}
Ji -

2.4. RADIUS Profile Configuration

RADIUS profile configuration involves the following:

* Holds the RADIUS server address and ports
 Holds the RADIUS secret and more

Example

rtb confd set access radi us-profil e aaa-radiusl nas-identifier 10.0.0.2

rtb confd set access radi us-profile aaa-radi usl nas-port-type Ethernet

rtb confd set access radi us-profil e aaa-radiusl authentication radi us-server-
profil e-name radius-srvl

rtb confd set access radius-profile aaa-radi usl accounting radi us-server-
profil e-name radi us-srvl

The example below shows the running-config of RADIUS profile configuration:

“radi us-profile:aaa-radiusl": ({
"nas-identifier": "10.0.0.2",
"nas-port-type": "Ethernet",

"aut hentication": {
“radi us-server-profile-nane": [
"radi us-srvl"
]
}
"accounting": {
“radi us-server-profile-nane": [
"radi us-srvl"
]
}
}

2.5. RADIUS Server Configuration

The first step is to give the RADIUS server a name. This hame must match the
name of the RADIUS server configured in the RADIUS profile if the RADIUS server is

10
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used for that profile. That is, the name forms the link between the RADIUS profile

and a particular server.

Example

rtb confd
rtb confd
rtb confd
rtb confd
rtb confd
rtb confd
rtb confd
rtb confd
rtb confd
rtb confd

set
set
set
set
set
set
set
set
set
set

access
access
access
access
access
access
access
access
access
access

r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi

us-server
us-server
us-server
us-server
us-server
us-server
us-server
us-server
us-server
us-server

r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi
r adi

us-srvl
us-srvl
us-srvl
us-srvl
us-srvl
us-srvl
us-srvl
us-srvl
us-srvl
us-srvl

2.6. User Profile Configuration

address 10.0.0.1
sour ce- address 10.0.0. 2
secret rtbrick
routing-instance public
accounting enabl e
accounting retry 10
accounting timeout 10

aut henti cati on enabl e
authentication retry 10
authentication tinmeout 10

User profile captures the access user information including tunnel-type and pool
name. The user profile configure is only needed for local authentication.

Syntax

user @ 1: confd> set access user-profile <nane>
| 2t p- pool - nane

passwor d
tunnel -type

[ <Ent er >]

Example

L2TP pool
Secret password

Tunnel

type

nane

Execut e t he command

rtb confd set access user-profile | 2tp-user@tbrick.com password test
rtb confd set access user-profile | 2tp-user@tbrick.comtunnel -type L2TP
rtb confd set access user-profile | 2tp-user@tbrick.com| 2t p-pool - nane

| 2t p_pool

The example below shows the running-config of user profile configuration:

"user-profile:l2tp-user@tbrick.coni: {
"test",

H

"password":
"| 2t p- pool - nane":

"tunnel -type":

"L2TP"

"| 2t p_pool ",

11
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2.7. L2TP Profile Configuration

L2TP Profile holds the configuration related to L2TP protocol, tunnel and session
parameters.

Syntax

user@1: confd> set access |2tp-profile <profile-nane>

client-ipv4d

i pv4 address

client-nane

client nane

congesti on-w ndow
dead-ti neout-interva

hel | o-i nterval

hi de- aut henti cati on
idle-tineout-interva

i nactive-tinmeout-interva

(ms)
i nst ance
pool - nane

recei ve-w ndow
request-retries
request-tinmeout-interva

(ns)

retransmt-interval
sel ection-al gorithm
servi ce- | abe
session-limt

Optional default value for L2TP tunne
Optional default value for L2TP tunne

L2TP tunnel congesti on w ndow

L2TP tunnel dead tinmeout interval (ns)
L2TP tunnel hello interva

H de L2TP tunnel authentication

L2TP tunnel idle tinmeout interval (ns)
L2TP tunnel inactive timeout interva

| nst ance name

L2TP tunnel pool nane

L2TP tunnel receive w ndow

L2TP session request retries

L2TP sessi on request tinmeout interva

L2TP tunnel retransm ssion interva
L2TP tunnel selection algorithm
MPLS service | abe
L2TP tunnel session |imt

Execut e the command

[ <Ent er >]
[ ]
Example

rtb confd set access |2tp-profile
rtb confd set access |2tp-profile
rtb confd set access |2tp-profile
rtb confd set access |2tp-profile
rtb confd set access |2tp-profile
900000

rtb confd set access |2tp-profile
rtb confd set access |2tp-profile

I 2t p_config
| 2t p_config
| 2t p_config
| 2t p_config
| 2t p_config

| 2t p_config
| 2t p_config

recei ve-wi ndow 8
session-limt 64000
retransmit-interval 1000
hel | o-i nterval 30000

i nactive-tinmeout-interva

idle-tineout-interval 600000
pool - nane | 2t p_poo

The example below shows the running-config of L2TP profile configuration:

12
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"l 2tp-profile:l2tp_config": {
“recei ve-wi ndow': 8,
"session-limt": 64000,
"retransmt-interval": "1000"
"hello-interval": "30000"
"idle-tinmeout-interval": "600000"
“inactive-tinmeout-interval": "900000",
“pool - name": "I 2t p_pool "
"instance": "public",
"service-label": 12345

2.8. L2TP Pool Configuration

L2TP pool holds the configuration related to tunnel endpoints.
Syntax

user @ 1: conf d> set access | 2t p- poo
<pool - nane> L2t p pool nane

[ ]

Example

rtb confd set access |2tp-pool |2tp _pool client-name BNG server-nanme LNS1
rtb confd set access |2tp-pool |2tp _pool client-nanme BNG server-nanme LNS1
client-ipv4 10.0.0.1

rtb confd set access |2tp-pool |2tp_pool client-nane BNG server-name LNS1
server-ipv4d 10.0.0.2

rtb confd set access |2tp-pool |2tp _pool client-name BNG server-nanme LNS1
secret rtbrick

The example below shows the running-config of L2TP pool configuration:

"1 2t p- pool : | 2t p_pool BNG LNS1": {
“client-ipv4": "10.0.0.1",
"server-ipv4": "10.0.0.2",
"secret": "rthbrick"

2.9. L2TP Tunnel Pool Configuration

The L2TP tunnel pool configuration is an optional step in subscriber management
configuration allowing local defined L2TP tunnel endpoints.

13
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Generally, the L2TP tunnel pool configuration involves the following:

+ Holding the L2TP LAC and LNS configuration
* Providing the shared secret

 Controlling the session limit, tunnel preference and more

2.9.1. Configuring the L2TP Pool Client and Server Names

The first step is to give the L2TP pool, client and server a name. This example
assigns the the client lac1 and server server1 to the pool 12tp_pool.

Each pool supports up to 32 tunnel endpoints.

#

# Setting the L2TP pool configuration of client and server

# Option 1. Setting L2TP pool configuration of client and server from gl oba
node

#

[ ]

user@tbrick: confd> set access |2tp-pool |2tp_pool client-nane |acl server-
nanme serverl

[ ]

user @t brick: confd> comm t

Commit succeed

# Option 2: Setting |2tp pool configuration of client and server from gl oba
access node

user@tbrick:confd> edit access

[ access ]

user@tbrick: confd> set |2tp-pool |2tp_pool client-nanme |acl server-nane
serverl

[ access ]

user@tbrick: confd> end

[ ]

user@tbrick: confd> comm t

Commit succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
"runni ng- configuration": {
"access": |
{
"l 2t p- pool : |1 2t p_pool lacl serverl": {
}
}
]
}
}

14
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2.9.2. Configuring the L2TP Pool Client IPv4 Address

This example assigns the IPv4 address 10.0.0.1.

#

# Setting the L2TP pool client ipv4 address configuration

# Option 1. Setting L2TP pool client ipv4 address configuration from gl oba
node#

[ ]

user@tbrick: confd> set access |2tp-pool |2tp_pool client-nane |acl server-
nane serverl client-ipv4 10.0.0.1

[ ]

user@tbrick: confd> conm t

Commit succeed

# Option 2: Setting | 2tp pool client ipv4 address configuration from gl obal
access node

user@tbrick:confd> edit access

[ access ]

user@tbrick: confd> set |2tp-pool |2tp_pool client-name |acl server-nane
serverl client-ipv4 10.0.0.1

[ access ]

user @t brick: confd> end

[ ]

user @t brick: confd> comm t

Conmmi t succeed

# Option 3: Setting |2tp pool client ipv4 address configuration froml 2tp-
pool node user@tbrick:confd> edit access

[ access ]

user@thbrick:confd> edit |2tp-pool |2tp_pool client-nanme |acl server-nane
serverl

[ access | 2tp-pool |2tp_pool client-nane |acl server-nane serverl |
user@tbrick:confd> set client-ipv4 10.0.0.1

[ access | 2t p-pool |2tp_pool client-name |acl server-name serverl ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Commit succeed

# Runni ng Configurations:

[ ]

user @t bri ck: confd> show runni ng-configuration

{
"runni ng- configuration": {
"access": [
{
"1 2t p-pool : |1 2t p_pool |acl serverl": {
"client-ipv4": "10.0.0.1"
}
}
]
}
}

15
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2.9.3. Configuring the L2TP Pool Preference

Do the following to assign a pool preference value to the L2TP pool. This example
assigns the preference of the pool entry/tunnel endpoint within the pool.

#

# Setting the L2TP pool preference val ue configuration

# Option 1: Setting L2TP pool preference val ue configuration from gl obal node
#

[ ]

user@tbrick: confd> set access |2tp-pool |2tp_pool client-nane |acl server-
nane serverl preference 7

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Option 2: Setting | 2tp pool preference value configuration from gl obal
access node user@tbrick:confd> edit access

[ access ]

user@tbrick: confd> set |2tp-pool |2tp_pool client-nane |acl server-nane
serverl preference 7

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comit

Commi t succeed

# Option 3: Setting | 2tp pool preference val ue configuration froml 2t p-pool
node user @t brick: confd> edit access

[ access ]

user@tbrick:confd> edit | 2tp-pool |2tp_pool client-nanme |acl server-nane
serverl

[ access | 2tp-pool |2tp_pool client-nanme |acl server-nanme serverl ]

user @tbrick: confd> set preference 7

[ access | 2tp-pool [2tp_pool client-nane |acl server-nanme serverl |

user @t brick: confd> end

[ ]

user @t brick: confd> comm t

Conmit succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
"runni ng- configuration": {
"access": |
{
"l 2t p- pool : |1 2t p_pool lacl serverl": {
"preference": 7
}
}
|
}
}

16
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2.9.4. Configuring the L2TP Pool Shared Secret

Do the following to assign the shared secret of the tunnel endpoint.

#

# Setting the L2TP pool secret password configuration

# Option 1: Setting L2TP pool secret password configuration from gl obal node
#

[ ]

user@tbrick: confd> set access |2tp-pool |2tp_pool client-nane |acl server-
name serverl secret lacl

[ ]

user@tbrick: confd> commi t

Conmmit succeed

# Option 2: Setting |2tp pool secret password configuration from gl oba
access npbde user @t brick: confd> edit access

[ access ]

user@tbrick: confd> set |2tp-pool |2tp_pool client-name |acl server-nane
serverl secret lacl

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> conm t

Conmmit succeed

# Option 3: Setting | 2tp pool secret password configuration froml 2t p-poo
node user @t brick: confd> edit access

[ access ]

user@thbrick:confd> edit |2tp-pool |2tp_pool client-nanme |acl server-nane
serverl

[ access | 2tp-pool [2tp_pool client-nane |acl server-nanme serverl |
user@tbrick: confd> set secret lacl

[ access | 2t p-pool |2tp_pool client-name |acl server-name serverl ]

user @t brick: confd> end

[ ]

user @t brick: confd> comm t

Conmit succeed

# Runni ng Configurations:

[ ]

user @t bri ck: confd> show runni ng-confi guration

{
"runni ng-configuration": {
"access": |
{
"1 2t p- pool : | 2t p_pool |acl serverl": ({
"secret": "lacl"
}
}
|
}
}

17
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2.9.5. Configuring the L2TP Pool Server IPv4 Address

Do the following to assign the L2TP LNS IPv4 address of the endpoint.

#

# Setting the L2TP pool server ipv4 address configuration

# Option 1. Setting L2TP pool server ipv4 address configuration from gl obal
node

#

[ ]

user @t brick: confd>

set access | 2tp-pool |2tp_pool client-nanme |acl server-

name serverl server-ipv4 10.0.0.3

[ ]

user@tbrick: confd>
Conmit succeed

# Option 2: Setting
access node

user @t bri ck: conf d>
[ access ]

user @t brick: confd>
serverl server-ipv4d
[ access ]

user @t bri ck: conf d>
[ ]

user @t bri ck: conf d>
Commit succeed

# Option 3: Setting
pool
[ access ]
user@tbrick: confd>
serverl

[ access | 2t p- pool
user @t bri ck: confd>
[ access | 2t p- pool
user@tbrick: confd>
[ ]

user @t bri ck: conf d>
Commit succeed

| 2t p_pool

| 2t p_pool

conm t

| 2t p pool server ipv4 address configuration from gl obal

edit access

set |2t p-pool |2tp_pool client-nane |acl server-nane
10.0.0.3

end

commi t

| 2t p pool server ipv4 address configuration froml 2tp-

node user @t brick: confd> edit access

edit |2tp-pool |2tp _pool client-name |acl server-nane
client-nane | acl server-nane serverl ]

set server-ipv4 10.0.0.3

client-nane | acl server-nane serverl ]

end

conm t

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

“runni ng-configuration": {

"| 2t p- pool : | 2t p_pool

{
"access": [
{
}
}
]
}
}

lacl serverl1": {

"server-ipv4": "10.0.0.3"
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2.9.6. Configuring the Tunnel Session Limit

Do the following to configure the tunnel session limit. This example sets the
session limit number to 10.
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#

# Setting the L2TP pool session limt value configuration

# Option 1. Setting L2TP pool session linit value configuration from gl obal
node

#

[ ]

user@tbrick: confd> set access |2tp-pool |2tp_pool client-nane |acl server-
name serverl session-lint 1000

[ ]

user@t brick: confd> conm t

Conmmit succeed

# Option 2: Setting |2tp pool session lint value configuration from gl obal
access node

user@tbrick:confd> edit access

[ access ]

user@tbrick: confd> set |2tp-pool |2tp_pool client-nane |acl server-nane
serverl session-linmt 1000

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Option 3: Setting | 2tp pool session limt value configuration froml 2tp-
pool node user@tbrick: confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-pool |2tp_pool client-name |acl server-nane
serverl

[ access | 2tp-pool |2tp_pool client-name |acl server-name serverl ]
user@tbrick: confd> set session-limt 1000

[ access | 2t p-pool |2tp_pool client-nane |acl server-nanme serverl ]

user @t brick: confd> end

[ ]

user @t brick: confd> comm t

Conmmit succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
“runni ng- configuration": {
"access": [
{
"l 2t p- pool : | 2t p_pool lacl serverl": {
"session-limt": 1000
}
}
]
}
}
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2.10. L2TP Tunnel Profile Configuration

The L2TP profile configuration is an optional step in subscriber management
configuration but mandatory to use L2TP.

Generally, the L2TP profile configuration involves the following:

* Holding the L2TP protocol configuration
* Providing the tunnel selection algorithm
+ Controlling the default session limit

« Establishing other parameters

2.10.1. Configuring the L2TP Profile Name

The first step is to give the L2TP profile a name. This example assigns the name
|2tp-profile?.
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#

# Setting the L2TP profil e nane

# Option 1. Setting L2TP profile name from gl obal node

#

[ ]

user@tbrick: confd> set access |2tp-profile |2tp-profilel
[ ]

user@tbrick: confd> conm t

Commit succeed

# Option 2: Setting | 2tp-profile nane from gl obal access node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile |2tp-profilel

[ access ]

user@tbrick: confd> end

[ ]

user@tbrick: confd> comm t

Comit succeed

# Runni ng Configurations:

[ ]

user @t bri ck: confd> show runni ng-confi guration

{
“runni ng-configuration": {
"access": |
{
"I 2tp-profile:l2tp-profilel™: {
}
}
]
}
}

2.10.2. Configuring the L2TP VRF Instance Profile

The L2TP profile allows to define the VRF instance used to lookup the tunnel
endpoints. Do the following to configure the VRF instance for the L2TP tunnel
profile. This example sets the VRF instance to public.
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#

# Setting the L2TP vrf instance of the profile

# Option 1. Setting L2TP vrf instance of the profile from gl obal npde
#

[ ]

user@tbrick: confd> set access |2tp-profile | 2tp-profilel instance public
[ ]

user@tbrick: confd> commi t

Conmit succeed

# Option 2: Setting |2tp vrf instance of the profile from gl obal access node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile |2tp-profilel instance public

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Option 3: Setting |2tp vrf instance of the profile froml 2tp-profile node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-profile | 2tp-profilel

[ access | 2tp-profile |2tp-profilel ]

user@tbrick: confd> set instance public

[ access | 2tp-profile | 2tp-profilel ]

user @t brick: confd> end

[ ]

user @t brick: confd> conmi t

Conmi t succeed

# Runni ng Configurations:

[ ]

user @t bri ck: confd> show runni ng-configuration

{
“runni ng-configuration": {
"access": |
{
"I 2tp-profile:l2tp-profilel™: {
"instance": "public"
}
}
]
}
}

2.10.3. Configuring the L2TP Profile Address Pool Name

This configuration allows to assign a default local L2TP pool name which can be
overwritten by user defined pool names such as local profile or RADIUS. This
example sets the pool name to 12tp-pool.
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#

# Setting the L2TP pool nanme of the profile

# Option 1. Setting L2TP pool nane of the profile from gl obal node
#

[ ]

user@tbrick: confd> set access |2tp-profile | 2tp-profilel pool-nane |2tp_pool
[ ]

user @t brick: confd> comm t

Commit succeed

# Option 2: Setting | 2tp pool nane of the profile from gl obal access node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile |2tp-profilel pool-name | 2tp_pool

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Option 3: Setting | 2tp pool nanme of the profile froml 2tp-profile node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-profile | 2tp-profilel
[ access | 2tp-profile | 2tp-profilel ]

user@tbrick: confd> set pool - nane | 2t p_pool

[ access | 2tp-profile |2tp-profilel ]

user @t brick: confd> end

[ ]

user @t brick: confd> comm t

Conmmi t succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
“runni ng- configuration": {
"access": [
{
"l 2t p-profile:l2tp-profilel™: {
"pool -nane": "I 2tp_pool "
}
}
]
}
}

2.10.4. Configuring the L2TP Profile Hello Timer

This option configures the L2TP tunnel hello interval in milliseconds for all tunnels
associated with this profile.
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#

# Setting the L2TP hello tiner of the profile

# Option 1. Setting L2TP hello tiner of the profile from gl obal node

#

[ ]

user@tbrick: confd> set access |2tp-profile |2tp-profilel hello-interval
30000

[ ]

user @t brick: confd> conmi t

Conmi t succeed

# Option 2: Setting I2tp hello timer of the profile from gl obal access node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile | 2tp-profilel hello-interval 30000

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Commit succeed

# Option 3: Setting I2tp hello timer of the profile froml 2tp-profile node
user@tbrick:confd> edit access

[ access ]

user@thbrick:confd> edit |2tp-profile |2tp-profilel
[ access | 2tp-profile | 2tp-profilel ]

user@tbrick: confd> set hello-interval 30000

[ access | 2tp-profile | 2tp-profilel ]

user @t bri ck: confd> end

[ ]

user @t brick: confd> comm t

Commi t succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
“runni ng- configuration": {
"access": |
{
"l 2t p-profile:l2tp-profilel™: {
"hello-interval": "30000"
}
}
|
}
}

2.10.5. Configuring the L2TP Profile Hide Authentication
Indicator

This option enables to hide all authentication related L2TP AVP as defined in
section 4.3 of RFC2661.
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#

# Setting the L2TP hide authentication of the profile

# Option 1. Setting L2TP hide authentication of the profile from gl obal npde
#

[ ]

user@tbrick: confd> set access |2tp-profile |2tp-profilel hide-authentication
[ ]

user@tbrick: confd> conm t

Commit succeed

# Option 2: Setting | 2tp hide authentication of the profile from gl obal
access node user @t brick: confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile |2tp-profilel hide-authentication
[ access ]

user@tbrick: confd> end

[ ]

user@tbrick: confd> comm t

Comit succeed

# Option 3: Setting | 2tp hide authentication of the profile froml2tp-profile
node user @t brick: confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-profile | 2tp-profilel
[ access | 2tp-profile | 2tp-profilel ]

user@tbrick: confd> set hide-authentication

[ access | 2tp-profile |2tp-profilel ]

user @t brick: confd> end

[ ]

user@tbrick: confd> conm t

Conmmit succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
“runni ng-configuration": {
"access": [
{
"l 2t p-profile:l2tp-profilel™: {
"hi de-aut hentication": true
}
}
]
}
}

2.10.6. Configuring the L2TP Profile Idle Timeout Interval

This option defines how long to keep a tunnel established which has no sessions
(is idle) in milliseconds.
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#
# Setting the L2TP idle timeout of the profile
#

Option 1: Setting
#
[ ]
user @t brick: confd>
i nterval 600000
[ ]
user @t bri ck: conf d>
Conmt succeed

# Option 2: Setting
user@tbrick: confd>
[ access ]

user @t bri ck: conf d>
600000

[ access ]
user@tbrick: confd>
[ ]

user @t bri ck: conf d>
Commit succeed

# Option 3: Setting
user@tbrick: confd>
[ access ]

user @t bri ck: conf d>

L2TP idle timeout of the profile from gl obal node

set access | 2tp-profile | 2tp-profilel idle-tinmeout-

commi t

[2tp idle timeout of the profile from gl obal access node

edit access

set | 2tp-profile |2tp-profilel idle-tineout-interval

end
conm t

[2tp idle timeout of the profile froml2tp-profile node
edit access

edit |2tp-profile |2tp-profilel

[ access | 2tp-profile | 2tp-profilel ]

user @t brick: confd>

set idle-tinmeout-interval 600000

[ access | 2tp-profile | 2tp-profilel ]

user @t bri ck: conf d>

[ ]

user @t brick: confd>
Conmmit succeed

end

conm t

# Runni ng Configurations:

[ ]

user @t brick: confd>

{

show runni ng-configuration

“runni ng-configuration": {

"access": |

{

"l 2t p-profile:l2tp-profilel™: {

}

"idle-tinmout-interval": "600000"

2.10.7. Configuring the L2TP Profile Receive Window Size

This option refers to the reliable delivery of L2TP control messages as defined in

section 5.8 of RFC2661.
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#

# Setting the L2TP recei ve wi ndow of the profile

# Option 1. Setting L2TP receive wi ndow of the profile from gl obal node
#

[ ]

user@tbrick: confd> set access |2tp-profile |2tp-profilel receive-w ndow 8
[ ]

user@tbrick: confd> commi t

Conmit succeed

# Option 2: Setting | 2tp receive window of the profile from gl obal access
node user @t brick: confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile |2tp-profilel receive-w ndow 8

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Option 3: Setting | 2tp receive window of the profile froml 2tp-profile node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-profile | 2tp-profilel
[ access | 2tp-profile | 2tp-profilel ]

user@tbrick: confd> set recei ve-w ndow 8

[ access | 2tp-profile |2tp-profilel ]

user @t brick: confd> end

[ ]

user@tbrick: confd> conm t

Conmmit succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
“runni ng- configuration": {
"access": [
{
"l 2t p-profile:l2tp-profilel™: {
"recei ve-wi ndow': 8
}
}
]
}
}

2.10.8. Configuring the L2TP Profile Retransmit Interval

The L2TP profile is associated with a retransmit interval. Do the following to
configure the retransmit interval for the L2TP tunnel profile. This example sets the
retransmit interval to 1 second.
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#

# Setting the L2TP retransnit interval of the profile

# Option 1. Setting L2TP retransnit interval of the profile from gl obal npde
#

[ ]

user@tbrick: confd> set access |2tp-profile |2tp-profilel retransnit-interval
1000

[ ]

user @t brick: confd> conmi t

Conmi t succeed

# Option 2: Setting |2tp retransmt interval of the profile from gl obal
access node user @t brick: confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile | 2tp-profilel retransmit-interval 1000
[ access ]

user @t brick: confd> end

[ ]

user @t brick: confd> conmi t

Conmi t succeed

# Option 3: Setting |2tp retransnmt interval of the profile froml2tp-profile
node user @t brick: confd> edit access

[ access ]

user@thbrick:confd> edit |2tp-profile |2tp-profilel
[ access | 2tp-profile | 2tp-profilel ]

user @t brick: confd> set retransmt-interval 1000

[ access | 2tp-profile | 2tp-profilel ]

user @t bri ck: confd> end

[ ]

user @t brick: confd> comm t

Commi t succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-confi guration

{
“runni ng- configuration": {
"access": |
{
"l 2t p-profile:l2tp-profilel™: {
"retransm t-interval": "1000"
}
}
|
}
}

2.10.9. Configuring the L2TP Profile Session Limit

The L2TP profile is associated with a default tunnel session limit. Do the following
to configure the session limit number for the L2TP profile. This example sets the
session limit number to 1000.

29



Layer Two Tunneling Protocol (L2TP) Configuration Guide

#

# Setting the L2TP session linmt of the profile

# Option 1. Setting L2TP session limt of the profile from gl obal node

#

[ ]

user@tbrick: confd> set access |2tp-profile | 2tp-profilel session-limt 1000
[ ]

user@tbrick: confd> commi t

Comit succeed

# Option 2: Setting |2tp session linmt of the profile from global access nobde
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile | 2tp-profilel session-lint 1000

[ access ]

user@tbrick: confd> end

[ ]

user@tbrick: confd> comm t

Commit succeed

# Option 3: Setting |2tp session limt of the profile froml2tp-profile node
user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-profile | 2tp-profilel

[ access | 2tp-profile | 2tp-profilel ]

user@tbrick:confd> set session-linmt 1000

[ access | 2tp-profile | 2tp-profilel ]

user@tbrick: confd> end

[ ]

user@tbrick: confd> commi t

Commit succeed

# Runni ng Configurations:

[ ]

user @t bri ck: confd> show runni ng-confi guration

{
"runni ng-configuration": {
"access": |
{
"I 2tp-profile:l2tp-profilel™: {
"session-limt": 1000
}
}
]
}
}

2.10.10. Configuring the L2TP Profile Selection Algorithm

The L2TP profile is associated with an algorithm used to select L2TP tunnels. This
algorithm can be configured as BALANCED (choose tunnels in order to balance the
sessions) or RANDOM (choose tunnels at random regardless of active sessions).
This section shows how to configure both algorithms.
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2.10.10.1. Configuring the BALANCED L2TP Profile Selection
Algorithm

The L2TP profile is associated with an algorithm used to select L2TP tunnels. Do
the following to configure the BALANCED selection algorithm for the L2TP tunnel

profile.
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#

# Setting the L2TP sel ection algorithmtype bal anced of the profile

# Option 1: Setting L2TP selection algorithmtype bal anced of the profile
from gl obal node

#

[ ]

user@tbrick: confd> set access | 2tp-profile |2tp-profilel selection-algorithm
BALANCED

[ ]

user @t brick: confd> comm t

Commi t succeed

# Option 2: Setting |2tp selection algorithmtype balanced of the profile
from gl obal access node

user@tbrick:confd> edit access

[ access ]

user@tbrick: confd> set |2tp-profile |2tp-profilel selection-algorithm
BALANCED

[ access ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Option 3: Setting |2tp selection algorithmtype bal anced of the profile
from

| 2t p-profil e node

user@tbrick: confd> edit access

[ access ]

user@thbrick:confd> edit |2tp-profile |I2tp-profilel

[ access | 2tp-profile |2tp-profilel ]

user @t brick: confd> set sel ection-al gorithm BALANCED
[ access | 2tp-profile |2tp-profilel ]

user @t brick: confd> end

[ ]

user@tbrick: confd> comm t

Conmit succeed

# Runni ng Configurations:

[ ]

user @t brick: confd> show runni ng-configuration

{
"runni ng- configuration": {
"access": |
{
"I 2tp-profile:l2tp-profilel™: {
"sel ection-al gorithm': "BALANCED'
}
}
]
}
}
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2.10.10.2. Configuring the RANDOM L2TP Profile Selection
Algorithm

The L2TP profile is associated with an algorithm used to select L2TP tunnels. Do
the following to configure the RANDOM selection algorithm for the L2TP tunnel

profile.
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#

# Setting the L2TP sel ection algorithmtype random of the profile

# Option 1. Setting L2TP sel ection algorithmtype random of the profile from
gl obal node

#

[ ]

user@tbrick:confd> set access | 2tp-profile |2tp-profilel selection-algorithm
RANDOM

[ ]

user @t brick: confd> comm t

Conmmit succeed

# Option 2: Setting |2tp selection algorithmtype random of the profile from
gl obal access nbde

user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> set |2tp-profile |2tp-profilel sel ection-al gorithm RANDOM
[ access ]

user @t bri ck: confd> end

[ ]

user @t brick: confd> comm t

Commi t succeed

# Option 3: Setting | 2tp selection algorithmtype randomof the profile from
| 2t p-profil e node

user@tbrick:confd> edit access

[ access ]

user@tbrick:confd> edit |2tp-profile |2tp-profilel
[ access | 2tp-profile |2tp-profilel ]

user@tbrick: confd> set sel ection-al gorithm RANDOM
[ access | 2tp-profile | 2tp-profilel ]

user @t brick: confd> end

[ ]

user @t brick: confd> conmi t

Conmi t succeed

# Runni ng Configurations:

[ ]

user @t bri ck: conf d> show runni ng-configuration

{
“runni ng-configuration": {
"access": |
{
"I 2tp-profile:l2tp-profilel™: {
"sel ection-al gorithni: "RANDOW
}
}
]
}
}

2.10.10.3. Configuring the L2TP MPLS Service Label

The service-label parameter is mandatory to support L2TP encapsulated traffic
over MPLS and defines the label which must be used for L2TP encapsulated traffic.
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This label is automatically used and advertised by BGP application.

#
# Setting the L2TP MPLS service | abel
#

Option 1: Setting
#
[ ]

user@t brick: confd>
[ ]

user @t bri ck: conf d>
Conmmit succeed

# Option 2: Setting
node

user @t bri ck: conf d>
[ access ]
user@tbrick: confd>
[ access ]

user @t bri ck: conf d>
[ ]

user@tbrick: confd>
Commit succeed

# Option 3: Setting
| 2t p-profil e node
user@tbrick: confd>
[ access ]

user @t bri ck: conf d>

L2TP service | abel 1000 of the profile from gl obal node

set access | 2tp-profile | 2tp-profilel service-label 1000

conm t

L2TP service | abel 10000of the profile from gl obal access
edit access

set |2tp-profile | 2tp-profilel service-label 1000

end

conm t

L2TP service | abel 1000 of the profile from
edit access

edit |2tp-profile |2tp-profilel

[ access | 2tp-profile | 2tp-profilel ]

user @t bri ck: conf d>

set service-|abel 1000

[ access | 2tp-profile | 2tp-profilel ]

user @t bri ck: conf d>

[ ]

user @t brick: confd>
Commit succeed

end

conm t

# Runni ng Configurations:

[ ]

user @t brick: confd>

{

show runni ng- configuration

“runni ng-configuration": {

"access": |

{

"I 2tp-profile:l2tp-profilel™: {

}

"service-|abel": 1000

35



Layer Two Tunneling Protocol (L2TP) Configuration Guide

3. L2TP Show Commands

3.1. show I2tp session all

This command lists all L2TP sessions.

ubuntu@tbrick:~$ rtb |2tpd.1 show |2tp session all

focooocoooo focooocoooo focooocoooo focoococcocoococoooos focoooccooococcooococoooos +
Local TID Local SID Peer SID State Subscri ber ID
oo mmmmmo oo mmmmmo oo mmmmmo oo oo oo mmmooooo e +
35478 60391 1 ESTABLI| SHED 72339069014638595
foocccoccccas foocccoccccas foocccoccccas froccccccccccccsas frocccccccccccccccccsoas +
ubuntu@tbrick:~$ rtb 2tpd.1 show |2tp tunnel all
ocoocoo ococococoao ococococoao focococococccoocoocoo dfbococoococccoococoooooo
e o oo oo oooooooo oo mmmmmo - mmmmmoo - mmmmmoo +
Role Local TID Peer TID State Local Nane Peer
Nare Pr ef erence Sessi ons Establ i shed
focoooo focoococooo focoococooo focoococcocoococoooos focooococooococoooooooo
dfbococoococccoococoooooo fococcoocooo focococoococoo focococoococoo +
LAC 35478 1 ESTABLI SHED BNG

LNS1 10000 1 1
foccocoo fooccccocooo fooccccocooo froccccccccccccsas froccccccccccccccccoas
focooococooococoooooooo focooocoooo focoococoooos focoococoooos +
ubuntu@tbrick: ~$ rtb pppoed.1 show ppp session all
e e +- - - - - mmmmmoo
froococcccoccoos froococcccoccoos froococcccoccoos +

User Nane Subscri ber 1D Type LCP State Auth State
| PCP State | P6CP State
fococcococococoococoooooo fococcococococoococoooooo ocoocoo focococoococoo
O O O +

| 2t plOserver @t brick.c 72339069014638595 PPPOE TUNNELLED TUNNELLED
N A N A

ubuntu@tbri ck: ~$

3.2. show [2tp tunnel detail

This command provides detailed information about L2TP tunnels.
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ubuntu@tbrick:~$ rtb I2tpd.1 show |2tp tunnel detai

Local TID: 35478, Peer TID. 1, State: ESTABLISHED, Role: LAC
Local Nanme: BNG Cdient Auth Id: BNG
Peer Nane: LNS1, Server Auth Id: LNS1
| nstance: default, Local IP: 192.168.0.3, Peer |P: 10.0.0.2
Local Paraneters:
Recei ve W ndow. 32
Pr ef erence: 10000
Session Linmt: 4000
Peer Paraneters:
Recei ve W ndow. 10
Fram ng: SYNC, Bearer: Dl d TAL, ANALOG
Firmnvare: 256, Vendor: |X A
ubuntu@tbrick: ~$

3.3. show [2tp tunnel packet statistics

This command provides detailed information about all L2TP tunnel packets.

ubuntu@tbrick: ~$ rtb |2tpd.1 show [|2tp tunnel packet statistics

Packets Recei ved
sccrq
sccrp
sccen
hel | o
zl b
st opccn

OPFr OONO

Packet s Queued:
sccrq
sccrp
sceen
hel | o
zl b
st opccn

OO ONON

Packet s Send:
sccrq
sccrp
sccen
hel |l o
zl b
stopccn

OO FL NONDN

Packets Retransmtted:
sccrq
sccrp
sccen
hel |l o
stopccn

o oo OO O
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3.4. show I2tp session packet statistics

This command provides information about the 12tp session packets.

ubun

Pack

Pack

Pack

Pack

tu@tbrick: ~$ rtb 12tpd.1 show |2tp
ets Received
icrq

icrp

iccn

cdn

oo N O

ets Queued:
icrq

icrp

iccn

cdn

OMNONDN

ets Send:
icrqg
icrp
iccn

cdn

ONON

ets Retransmtted:
icrqg

icrp

iccn

cdn

o O O o

ubuntu@tbri ck: ~$

3.5.

show ppp session statistics

sessi on packet

This command provides information about the PPP session.

ubuntu@tbrick: ~$ rtb pppoed. 1

7233
LCP
LCP
LCP
LCP
LCP
LCP
PAP

show ppp session
9069014638595

confi gure-request received

confi gure-ack received

confi gure-request sent

confi gure-ack sent

MRU negotiation failed

magi ¢ nunmber negotiation successfu

aut henti cati on-request received

ubuntu@tbri ck: ~$

3.6.

show ppp statistics

This command provides information about PPP.

statistics

[ O = O ==Y

statistics

subscriber-id
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ubuntu@tbrick: ~$ rtb pppoed.1 show ppp statistics
LCP confi gure-request received
LCP confi gure-ack received
LCP echo-reply received
LCP confi gure-request sent
LCP confi gure-ack sent
LCP echo-request sent
LCP MRU negotiation failed
LCP nagi ¢ nunber negoti ati on successful
PAP aut henti cati on-request received
PAP in wong state received
ubuntu@t bri ck: ~$

P NDNDNDNNNNDNNDDN
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